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Executive Summary

This document contains the findings of penetration tests conducted by 10Pearls of EurekaSelect
web application. ITS engaged 10Pearls to perform a series of penetration tests, both manual and
automated, since Oct 2023. This most recent test was performed from Oct 20th - Nov 24th, 2023.

In this most recent test, 12 findings are highlighted. 2 critical vulnerabilities, 2 high risk
vulnerabilities, 5 medium risk vulnerabilities, 1 low risk vulnerability and 2 informational level
vulnerability findings.

Within this report are the specific findings along with their associated risk level. Additionally,
further details regarding each finding, an evaluation, and remediation information have also been
included in this report.

Approach

Vulnerability scans and penetration testing attacks were conducted on the EurekaSelect web
application both unauthenticated as well as authenticated using different credentials. Different
subscriber accounts were created for SecOps team to conduct the penetration testing during
predefined test windows.

Scope

The scope included both Dynamic application security testing (DAST), as well as Static
application security testing performed on the EurekaSelect web application. The results listed
below are limited to findings of confirmed and potential vulnerabilities. Tests on the EurekaSelect
web application were conducted unauthenticated as well as authenticated, using both different
accounts

The results listed below are prioritized by criticality and should be remediated once an evaluation
of the results has been conducted by ITS.

Methodology

The 10Pearls testing methodology is based on the OWASP Web Application Security Testing
methodology. Specifically, it involves a tester leveraging various tools and techniques in a black-
box approach to identify and then attempt to confirm potential vulnerabilities. The testing is
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performed in two phases (passive and active), each of which are repeated in both unauthenticated
as well as authenticated use cases. The passive testing leverages tools such as Burp Suite,
Firebug, and others to gather information and identify entry points which may be vulnerable. The
active testing then attempts to prove vulnerability through the use of tools and techniques.

Phases of penetration testing activities include the following:

. Planning — Customer goals are gathered and rules of engagement obtained.

. Discovery — Perform scanning and enumeration to identify potential vulnerabilities,
weak areas, and exploits.

. Attack — Confirm potential vulnerabilities through exploitation and perform additional
discovery upon new access.

. Reporting — Document all found vulnerabilities and exploits, failed attempts, and

company strengths and weaknesses.
Tests on the EurekaSelect web application included authentication testing, session management,

access control, malicious input control, cryptography, data protection, communication security as
well as other business logic and file analysis.

TooLs

Vulnerability tests were conducted on EurekaSelect web application using several tools,
primarily:

. Burp Suite Pro, ZAP Proxy
. Firefox/Chrome Add-ons — FireBug, Hax Bar, Live HTTP Header, Cookie Manager,
. Nmap, Nikto, Kali Linux OS tools
. Wappalyzer, DirBuster
. Wireshark. Goldeneye, SQLmap,
. and more
TECHNIQUES

The severity assigned to each vulnerability was calculated using OWASP Website security
project. Additionally, focus was given to the following areas of manual testing and analysis in the
EurekaSelect web application:

. Login mechanism and session manipulation involving passwords, cookies and tokens

. Functionality and flaws that are user and app specific

. Application logic weaknesses that allow for manual manipulation of the business
workflow and specific input fields

. Password policy exploitation, including complexity enforcement and intruder lockout
capabilities
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Severity Ratings

The following table outlines the severity ratings used within this report.

Severity CVSS v3 Definition
Score Range

9.0-10.0 Exploitation is straightforward and usually results in system-level
compromise. It is advised to form a plan of action and patch
immediately.

7.0-8.9 Exploitation is more difficult but could cause elevated privileges
and potentially a loss of data or downtime. It is advised to form
a plan of action and patch as soon as possible.

Medium 4.0-6.9 Vulnerabilities exist but are not exploitable or require extra steps
such as social engineering. It is advised to form a plan of action
and patch after high-priority issues have been resolved.

Low 0.1-3.9 Vulnerabilities are non-exploitable but would reduce an
organization’s attack surface. It is advised to form a plan of
action and patch during the next maintenance window.

N/A No vulnerability exists. Additional information is provided

regarding items noticed during testing, strong controls, and
additional documentation.

Findings Overview

Severity Number
2
2
Medium 5
Low 1
2
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Findings Detail
SESSION HIJACKING

m Application is vulnerable to session hijacking attack.

Explanation The Session Hijacking attack consists of the exploitation of the web session
control mechanism, which is normally managed for a session token.

Because http communication uses many different TCP connections, the web
server needs a method to recognize every user's connections. The most useful
method depends on a token that the Web Server sends to the client browser after
a successful client authentication. A session token is normally composed of a
string of variable width and it could be used in different ways, like in the URL, in
the header of the http requisition as a cookie, in other parts of the header of the
http request, or yet in the body of the http requisition.

The Session Hijacking attack compromises the session token by stealing or
predicting a valid session token to gain unauthorized access to the Web Server.

https://owasp.org/www-community/attacks/Session hijacking attack

Proof of Concept

We login from our first user and intercept the requests and responses to the application server.

@ o~ nttps:/ftenpearls-eurekaselect.itspk.com/benthamsecurelogin/adminlogin

E-mail/User

=i abcd@yahoo.com

Password

\#prcr

[ japfcg ‘

LogIn
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Intercept HTTP history WebSockets history {§} Proxy settings

é’ 1 Request to https://tenpearls-eurekaselect.itspk.com:443 [18.221.232.97]

Forward Drop Intercept is on Action Open browser

Raw Hex \n

POST /login HTTP/1.1

Host: tenpearls-eurekaselect.itspk.com

Cookie: _ga_VFVTGRKMV@=GS1.1.1697458997.2.0.1697458997.0.0.0; _ga=GA1.2.1522375957.1697454316; _ga_HO54TVPPVH=
GS1.1.1697458997.2.0.1697458997.0.0.0; _ga_9F3B5VV3T3=GS1.1.1698746294.7.0.1698746316.38.0.0; fpestid=

jGXhJf LUXNNXVYFfV9-XXMm3jR6bOQVKVLg fmxgRhbikdjuZjJ4a2PqW-p1l7YxNdH_ApKQ; XSRF-TOKEN=
eyJpdiI6ImIwMnpyQXBFb1BGUKI5YOt0d3FCRVEIPSISINZhbHV1IjoiU29hZmprN1AwSU4yZndwdndEWK1ITE1IKTWQxa3FFeXFMQXdhc3BONWk1UEhBYUtYdzg1MDhMbit
DM2Q2UXZUZVViQ1FINmdSYnF1Qk@rTU5hSE8vZzg1cHY3Vi9GKzA5c2Q1WnAya@R5NXVvadpqUIREQ2xqUzZFWGZWKONXKIALLCItYWMi0iJhM2M3MTN]Y j c4NZNIMmMXYT
EwNzIyMTU4Njh1MzRKODZ1YWM1ZTVjMTE1YTQ30DkzZGI1INzhiODY5Mzc4N2JhIiwidGFnIjoiIn@%3D; eurekaselectcom_session=
eyJpdiI6ImZCYVRRZHION@ITalhSSm1QK3FralE9PSISInZhbHV1IjoiWDY1Sm1GWCtITjd4alNaQ29SQXBXUnIDVFhTaU5FdnNXQOxKNGxTeCtiaFpsRGQ1RFAHMUhxZCt
Nbm1zRn1PczE4ZGxDSHBINXZaQjZtZzkxNHIJ0d2N6eU1QZGdEb1psU@huQkNOOWS5tTStDWnBVMz 1QM2FRQzFoKZNXUXNIWk4iLCItYWMi0iIyNmM3Y2FmNGQ5YjcyYmM40G
FjM2I2YWMXZGEIMWQwZWMxZDVjMWQzM2QxNDUzNzkzZTc3ZjU20GQWNGYzYWVjIiwidGFnIjoiIn@%3D

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0) Gecko/20100101 Firefox/119.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/x-www-form-urlencoded

9 Content-Length: 106

10 Origin: https://tenpearls-eurekaselect.itspk.com

11 Referer: https://tenpearls-eurekaselect.itspk.com/benthamsecurelogin/adminlogin

12 Upgrade-Insecure-Requests: 1

13 Sec-Fetch-Dest: document

14 Sec-Fetch-Mode: navigate

15 Sec-Fetch-Site: same-origin

16 Sec-Fetch-User: ?1

17 Te: trailers

18 Connection: close

[N

[ JENC T NN

20 _token=FZQyGeGJskbMNYQSK2n7SbwwDWUdIIIDM75eGY1m&identity=abcd%40yahoo.com&password=abcd1l234&captcha=japfcg

Change the responses cookies with the session cookies stolen from another user
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Intercept HTTP history WebSockets history {§} Proxy settings

y 7 Request to https://tenpearls-eurekaselect.itspk.com:443 [18.221.232.97]

Forward Drop Intercept is on Action Open browser

Pretty Raw Hex \n = Ir

1 POST /login HTTP/1.1

Host: tenpearls-eurekaselect.itspk.com

Cookie: _ga_VFVTGRKMV@=GS1.1.1697458997.2.0.1697458997.0.0.0; _ga=GA1.2.1522375957.1697454316; _ga_H@54TVPPVH=
GS1.1.1697458997.2.0.1697458997.0.0.0; _ga_9F3B5VV3T3=G51.1.1698746294.7.0.1698746316.38.0.0; fpestid=

jGXhJf LUXNNXVYFfV9-XXMm3jR6bOQVKVLg fmxgRhbikdjuZjJ4a2PqW-p1l7YxNdH_ApKQ; XSRF-TOKEN=
eyJpdiI6ImIwMnpyQXBFb1BGUKI5YOt0d3FCRVEIPSISINZhbHV1IjoiU29hZmprN1AwSU4yZndwdndEWK1ITE1IKTWQxa3FFeXFMQXdhc3BONWk1UEhBYUtYdzg1MDhMbit
DM2Q2UXZUZVViQ1FINmdSYnF1Qk@rTU5hSE8vZzg1cHY3Vi9GKzA5c2Q1WnAya@R5NXVva@pqUlREQ2xqUzZFWGZWKONXKIALILCItYWMi0iJhM2M3MTN]Yj c4NzNIMmMXYT
EwNzIyMTU4Njh1MzRKODZ1YWM1ZTVjMTE1YTQ30DkzZGI1INzhiODY5Mzc4N2JhIiwidGFnIjoiIn@%3D; eurekaselectcom_session=
hyJpdiIGIkOlTEcBZVFZYTYVNURiMyByREFjNOEQPSISInZhbHVIIjoiTk5anVldTFBV2NWRDZDTmhLTFA10TBBSkpFCBRPUk5PR2FHUTBHZX93L3N5wkdnNXJWNkJyMGV
Vbkw5MFArSORRMOkxbGIBWHovYThFaDJ6SINNnY jE@ejJORHI rY1IRhRONCNmh6cVI4d1FRczZRmUI3TVZmSzRtbEgVLOpLbkkilLCItYWMi0iIxZTJiNWM2ZTdhNDdkZDcyNG
U2ZTViZDkyMGION2IxZWIyOWI3MWUXMDZi0DEYyODY50T 1jNWVjOWQz0TIiNWM3IiwidGFnIjoiIn@%3D

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0) Gecko/20100101 Firefox/119.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/x-www-form-urlencoded

9 Content-Length: 106

10 Origin: https://tenpearls-eurekaselect.itspk.com

11 Referer: https://tenpearls—eurekaselect.itspk.com/benthamsecurelogin/adminlogin

12 Upgrade-Insecure-Requests: 1

13 Sec-Fetch-Dest: document

14 Sec-Fetch-Mode: navigate

15 Sec-Fetch-Site: same-origin

16 Sec-Fetch-User: ?1

17 Te: trailers

18 Connection: close

19

20 _token=FZQyGeGJskbMNYQSK2n7SbwwDWUdIIIDM75eGY1m&identity=abcd%40yahoo.com&password=abcd1l234&captcha=japfcg

w N

[ JENC T NN

You can see after forwarding all requests, we have logged in to the admin user:

« > C O B https:/ftenpearls-eurekaselect.itspk.com/admin/dashboard g § =

Welcome to Dashboard

Dashboard
Views Today Today's Sales Registerec

Content Management < 9500 o 100 A My Profile

% Account Settings

Content Report Last Week Last Month Last Week Last Month Last Month {
98000 396000 920 3929 173929 [ Logout

Generate Metadata
k2 Server Stats - Monthly Report

£ Realtime Server Load - Load on the Server
Content Level Access

User Level Access Ii |I “
Akl

Order Via Web Form

Network Load Rate
Discipline Management
i Result vs Target

Banner Management

Shareable Link Sales

Z MARC Data
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Remediation
Following are the different ways to prevent a session hijacking:

1 Make sure that all session identifiers are transmitted over an encrypted protocol.
Terminate/regenerate the session if the session token is transmitted insecurely (either in
clear text or as part of the URL), or signal to the application to do so.

Ensure that session identifiers are transmitted only using the SSL session where they
originated. Track sessions across SSL renegotiations and integrate with framework
solutions to support common SSL termination/encryption architectures.

U
U
U
U

CROSS SITE SCRIPTING (STORED XSS)

m Application is vulnerable to a stored cross site scripting attack.

Explanation Cross-site scripting (also known as XSS) is a web security vulnerability that
allows an attacker to compromise the interactions that users have with a
vulnerable application. It allows an attacker to circumvent the same origin policy,
which is designed to segregate different websites from each other. Cross-site
scripting vulnerabilities normally allow an attacker to masquerade as a victim
user, to carry out any actions that the user is able to perform, and to access any
of the user's data. If the victim user has privileged access within the application,
then the attacker might be able to gain full control over all of the application's
functionality and data.

Stored XSS generally occurs when user input is stored on the target server,
such as in a database, in a message forum, visitor log, comment field, etc. And
then a victim is able to retrieve the stored data from the web application without
that data being made safe to render in the browser.

https://owasp.org/www-community/attacks/xss/

Proof of Concept
Following are the screenshots of the vulnerability:
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itspk.com

(@ tenpearis-eurekaselect.itspk.com

hacked

O 15 itspk.com, b (] ﬁ =

User Access Request # Dashboard » Users » User Access Request List
Dashboard

Content Management

B Content Report Ch Pending Access Request List

Bl Generate Metadata Access Contact Client PD
S# Type Name Organization Email Comments Order No. File Date Created By Action
Content Level Access
1 Trial abcd@yah <script>alert("hacked");</script> E 2023-10-24 tenpearlsadmin
User Level Access oo.com
2 Trial abcd@yah - <script>alert("Bentham Science has B 2023-10-24 tenpearlsadmin
» Access Request List " :
o0o.com been hacked");</script>
u A Vi
EgUserzceeszlView) 3  Trial abcd@yah <script>alert("Bentham Science has ﬂ 2023-10-24 tenpearlsadmin
» Organization List 0o.com been hacked");</script>
) Order Via Web Form 4 Trial abcd@yah - <script>alert("hacked");</script> n 2023-10-24 tenpearlsadmin
0o.com

[Z Discipline Management

Banner Management

itspk.com

@ tenpears- ect.ltspk.com

Bentham Science has been hacked

Don't allow tenpearls-eurekaselect.itspk.com to prompt you
gain
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itspk.com |

n tenpearlsadmin v

Users A Dashboard » UsersList

Dashboard

Users List

Content Management

arch for

B Content Report

ID Username First Name Last Name User E-mail Status Created At  Role/Permission Actions

612206  <script>alert("Bentham  <script>alert(*Bentham  <script>alert("Bentham  abcde@yahoo.com Active 2023-10-24 RVEVRF 7 Edit m
Science has been Science has been Science has been 10:23:33

hacked");</script> hacked");</script> hacked");</script>

Bl Generate Metadata
Content Level Access
User Level Access

Showing 1 to 1 of 1 entries
) Order Via Web Form

() Discipline Management

Banner Management
~# Shareable Link

82 MARC Data

Remediation

This issue occurs because the browser interprets the input as active HTML, JavaScript or
VBScript. To avoid this, all input and output from the application should be filtered / encoded.
Output should be filtered / encoded according to the output format and location.

There are a number of pre-defined, well structured whitelist libraries available for many different
environments. Good examples of these include OWASP Reform and Microsoft Anti-Cross-site
Scripting libraries.

Additionally, you should implement a strong Content Security Policy (CSP) as a defense-in-depth
measure if an XSS vulnerability is mistakenly introduced. Due to the complexity of XSS-
Prevention and the lack of secure standard behavior in programming languages and frameworks,
XSS vulnerabilities are still common in web applications.

CSP will act as a safeguard that can prevent an attacker from successfully exploiting Cross-site
Scripting vulnerabilities in your website and is advised in any kind of application. Please make
sure to scan your application again with Content Security Policy checks enabled after
implementing CSP, in order to avoid common mistakes that can impact the effectiveness of your
policy. There are a few pitfalls that can render your CSP policy useless and we highly recommend
reading the resources linked in the reference section before you start to implement one.

CONFIDENTIAL 10PEARLS // EUREKASELECT WEB PENETRATION TEST REPORT // PAGE 13 OF 25




(®Pearls

/.

BRUTE FORCE ATTACK

m Application is vulnerable to brute force attack

Explanation Brute-force attacks are often used for attacking authentication and discovering
hidden content/pages within a web application. These attacks are usually sent
via GET and POST requests to the server. In regards to authentication, brute

force attacks are often mounted when an account lockout policy is not in place.

https://owasp.org/www-community/attacks/Brute force attack

Proof of concept

Following evidence showed us that the website was vulnerable to brute force attack, when we
uploaded a file payload of thousands of random passwords (automatically generated), and the
tool provided results with the correct password redirecting to a new page

ard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
2 x4+
Payloads Resource pool Settings
oose an attack type (] @ 3. Intruder attack of https://tenpearls-eurekaselect.itspk.com - Temporary attack - Not saved to project file .

" Results Positions Payloads Resource pool Settings E o

ck type: | Sniper
 Filter: Showing all items

yload positions

Request Payload Status code Error  Timeout Length Comment
rfigure the positions where payloads will t 0 302 1845
1 abcd123 302 1845
2 asasdasd 302 1845
Target: | https://tenpearls-eurekas 3 Xyz222 302 1845 1 Host header to match target
F | jhddjasda 302 1845
5 jnubrhbf 302 1845

POST /login HTTP/1.1

6 random 302 1845
Host: tenpearls-eurekaselect tenpearls 302 1845
Cookie: _ga_VFVTGRKMV@=GS1.1 3997.0.0.0;
_ga_9F3B5VV3T3=G51.1.169874€ abed12345 302 1845 RF-TOKEN=
eyJpdiI6IKNIRVREAmF6ZGILL2ZE IXSRXVrY@tsQjVOMHhnNE1
IYTZEalZPdDFBYVRDcURHTKhUM2x 12MOMjB10TYzMDBhM2MXNG
UyMmMyIiwidGFnIjoiIn@%3D; et
eyJpdiI6IkZVTnV4WU51LzNpVHhE £dScINmSUpzSEs1dHBOMEJ
6UkZ5aEp5dDNpUT15SkhKSzZoYj\ . |JEAMDNiYTK2NTdmZmI20W

TyMTdkIiwidGFnIjoiIn@%3D; _¢ Request Response
User-Agent: Mozilla/5.0 (Mac¢ = =
Accept: text/html,applicatic Pretty Raw Hex "=
Accept-Language: en-US,en;gs 1 POST /login HTTP/1.1

Accept-Encoding: gzip, defli 2 Host: tenpearls-eurekaselect.itspk.com

Content-Type: application/x- 3 Cookie: _ga_VFVTGRKMV@=GS1.1.1697458997.2.0.1697458997.0.0.0; _ga=GA1.2.1522375957.1697454316;
Content-Length: 111 _ga_H@54TVPPVH=651.1.1697458997.2.0.1697458997.0.0.0; _ga_9F3B5VV3T3=

Origin: https://tenpearls-et  GS1.1.1698746294.7.0.1698746316.38.0.0; fpestid=

Remediation
Below are some proven ways for brute force attack prevention:

Use strong passwords

Limit login attempts

Use multifactor authentication
Use unique login URLs

[ A R R
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ACCOUNT LOCKOUT PoLIcY Is NOT ENABLED

I
m Account lockout policy is not implemented

Explanation Upon entering multiple times wrong password, the account of that particular user
has not been locked out which leads to the successful attempt of account breach
of any user.

References https://owasp.org/www-project-web-security-testing-guide/latest/4-
Web_ Application Security Testing/04-Authentication Testing/03-
Testing for Weak Lock Out Mechanism

Proof of concept

h

BENTHAM
SCIENCE

Log In

E-mail/User

X E-mail/Username

These credentials do not match our records.
Password

A Enter apassword

Enter Captcha

LogIn

Remediation

After one or two failed login attempts, you may want to prompt the user not only for the username
and password but also to answer a secret question. This not only causes problems with
automated attacks, it prevents an attacker from gaining access, even if they do get the username
and password correct.

You could also detect high numbers of attacks system-wide and under those conditions prompt
all users for the answer to their secret questions.
CONFIDENTIAL 10PEARLS // EUREKASELECT WEB PENETRATION TEST REPORT // PAGE 15 OF 25
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For advanced users who want to protect their accounts from attack, give them the option to allow
login only from certain IP addresses.

Assign unique login URLs to blocks of users so that not all users can access the site from the
same URL.

Use a captcha to prevent automated attacks.

HTTP STRICT TRANSPORT SECURITY (HSTS) ERRORS AND
WARNINGS

Risk Level Medium
m HSTS shows errors and warnings. The preload directive is not set.

Explanation HTTP Strict Transport Security (HSTS) is a policy mechanism that helps to protect
websites against man-in-the-middle attacks such as protocol downgrade attacks
and cookie hijacking. It allows web servers to declare that web browsers (or other
complying user agents) should automatically interact with it using only HTTPS
connections, which provide Transport Layer Security (TLS/SSL), unlike the
insecure HTTP used alone.

We identified errors during parsing of Strict-Transport-Security header.

The HSTS Warning and Error may allow attackers to bypass HSTS, effectively
allowing them to read and modify your communication with the website.

References =

Proof of Concept

HTTP/1.1 2008 OK

Set-Cookie: XSRF-TOKEN=eyJpdiI6IjNsQzBaTjIpMzNhYmg3ZXRMQ2INQLEIPSISInZhbHV1IjoicDIWZmIqWnlSdDFpdeVWQzZuVkxuQWVXaWoeveYzNEg2TL
Set-Cookie: eurekaselectcom_session=eyJlpdiI6InJ3NFUwXkrUmUwUDhycUljMIIIMIEOPSISINZhbHV1IjoiODZtZ@8ybmNUTGNENFIEWjMZVEWRangryY
Access-Control-Allow-Headers: Content-Type, X-CSRF-TOKEN

Server: Apache

Transfer-Encoding: chunked

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=31536008

Content-Type: text/html; charset=UTF-8

Content-Encoding:

CONFIDENTIAL 10PEARLS // EUREKASELECT WEB PENETRATION TEST REPORT // PAGE 16 OF 25
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Remediation

Ideally, after fixing the errors and warnings, you should consider adding your domain to the HSTS
preload list. This will ensure that browsers automatically connect your website by using HTTPS,
actively preventing users from visiting your site using HTTP. Since this list is hardcoded in users'
browsers, it will enable HSTS even before they visit your page for the first time, eliminating the
need for Trust on First Use (TOFU) with its associated risks and disadvantages. Unless you fix
the errors and warnings your website won't meet the conditions required to enter the browser's
preload list.

Browser vendors declared:

71 Serve a valid certificate
T If you are listening on port 80, redirect all domains from HTTP to HTTPS on the same
host. Serve all subdomains over HTTPS:
o In particular, you must support HTTPS for the www subdomain if a DNS
record for that subdomain exists
[0 Serve an HSTS header on the base domain for HTTPS requests:
o The max-age must be at least 31536000 seconds (1 year)
o The includeSubDomains directive must be specified
o The preload directive must be specified
o If you are serving an additional redirect from your HTTPS site, that redirect
must have the HSTS header (rather than the page it redirects to).

CLICK JACKING

Risk Level Medium
m Application is vulnerable to a click jacking attack.

Explanation Clickjacking refers to any attack where the user is tricked into unintentionally
clicking an unexpected web page element. The name was coined from click
hijacking, and the technique is most often applied to web pages by overlaying
malicious content over a trusted page or by placing a transparent page on top of
a visible one. When the user clicks an innocent-looking item on the visible page,
they are actually clicking the corresponding location on the overlaid page and the
click triggers a malicious action — anything from faking a like or follow-on social
media

https://owasp.org/www-community/attacks/Clickjacking

CONFIDENTIAL 10PEARLS // EUREKASELECT WEB PENETRATION TEST REPORT // PAGE 17 OF 25


https://owasp.org/www-community/attacks/Clickjacking

(®Pearls
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Proof of Concept

irls-eurekaselect.itspk.com/admin/dashboard

Jar Mobile Applic... @ Android Bug Boun... @ Android SSL pinning @B ios 12.5.4 jailbreak Secure Java Progr...  # Mobexler - Mobile... Q AES Ki

r - - ‘Ii.: ' 'u”.'

irls-eurekaselect.itspk.com/admin/dashboard

ar Mobile Applic... @ Android Bug Boun... @3 Android SSL pinning B ios 12.5.4 jailbreak | Secure Java Progr... 'ﬂp‘ Mobexler - Mobile... O AES Ki

- Reset | save

Remediation

X-Frame-Options: Probably the best solution at present is to use the X-Frame-Options (XFO)
HTTP response header in server responses. Originally introduced by Microsoft in Internet
Explorer 8 and later formalized in RFC 7034, the X-Frame-Options header is used to specify
whether a page can be embedded in a <frame>, <iframe>, <embed> or <object> element. The
header supports three possible directives: deny to block all framing attempts, sameorigin to allow
framing only by pages of the same origin, or allow-from to allow framing by pages from specified

CONFIDENTIAL 10PEARLS // EUREKASELECT WEB PENETRATION TEST REPORT // PAGE 18 OF 25



(®Pearls

7 7 7 7 7

URIs. However, allow-from is unsupported by several browsers (including Chrome and Safari),
so if you need to specify sources, you are better off using CSP (see below). For general anti-
framing protection, you only need to specify X-Frame-Options: deny or X-Frame-Options:
sameorigin in your server’s headers.

Content-Security-Policy with frame-ancestors: The Content-Security-Policy HTTP header
(CSP) was initially developed to protect against XSS and other data injection attacks. However,
it also provides a frame-ancestors directive for specifying sources that are permitted to embed a
page (in a <frame>, <iframe>, <object>, <embed>, or <applet> element). The syntax is simple:

Content-Security-Policy: frame-ancestors <source1> <source2> ... <sourceN>;

CONTENT SECURITY PoLICY (CSP) NOT IMPLEMENTED

Risk Level Medium
m CSP policy not implemented on application.

Explanation If Content Security Policy (CSP) is not implemented in a web application, it means
that the application is lacking an important security mechanism that helps mitigate
various types of attacks, such as cross-site scripting (XSS) and data injection
attacks.

Content Security Policy is a security feature supported by modern web browsers.
It allows website administrators to define a set of policies that control which
resources (e.g., scripts, stylesheets, fonts, etc.) the browser should load and
execute. By specifying a Content Security Policy, administrators can restrict the
sources from which a webpage can load content, thus reducing the risk of
malicious code execution.

References =

Proof of Concept
Following is the screenshot of this vulnerability:
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HTTP/1.1 200 OK

Date: Tue, 31 Oct 2023 12:47:07 GMT

Server: Apache

Cache-Control: no-cache, private

Set-Cookie: XSRF-TOKEN=
eyJpdiI6IkpTdWsySTQvdnd6UVhLQXB1ZHVLbnc9PSISINZhbHV1IjoiSkpKTkhRTKN4ANmIIbkdGenRDR3dzRKR2N3JTTO1VcHYXVE94a@@5QURRcC
9iUG1sdDIyeUQwazFCMFNxdHhyd28yV2pIWXhFNW5mUFZSYXRaQThmYW55RWNNbUJzbCOIYX1ThNDdDaS84NjNCSmVLVDVtUINZMzZRQWWhuTF1YV1AL
LCItYWMiOiI1YTVIMTAWNGIXODAINWVhZTc4NTK10TASNZUSNjQ1YZzA1YmZiYWYXMDEXZGQ2Yjc5YmYyODkyNGZmZjA5ZTQzIiwidGFnIjoiIn@%3D
; expires=Fri, @3 Nov 2023 00:47:07 GMT; Max-Age=216000; path=/; samesite=lax

Set-Cookie: eurekaselectcom_session=
eyJpdiI6ImoyWHVSTFArRk1jSXhZNENMVjRKanc9PSIsInZhbHV1IjoiVUpIbjBteWtHVMEOSHBTcFFkQV1nY3VqYlFIWECrM1ZIRitgbkk5aFBKS3
BRQTRYTnEVN1h5YmROMmMM2Uy96WTJPRVMybTYwYZzdzRUSIWHIhUE1STVNiWW5hQnhTWUV3c090Z2RYYkIMKOSXWLI3RTIEN@O1ZT1ZSTWVHWHBSMXgi

<script type="text/javascript">
$('#refresh—captcha').click(function () {
$.ajax({
type: 'GET',
url: '/customecaptcha/refresh',
success: function (data) {
$(".captcha span").html(data.captcha);
+
E
)8

Remediation
Enable CSP on your website by sending the Content-Security-Policy in HTTP response headers
that instruct the browser to apply the policies you specified.

COOKIE NOT MARKED AS HTTPONLY & SECURE

Risk Level Medium

Session cookie httponly and secure flag is not set.

Explanation It was identified a cookie not marked as HTTPonly & secure, and transmitted over
HTTPS.

If Secure flag is not set:

This means the cookie could potentially be stolen by an attacker who can
successfully intercept and decrypt the traffic, or following a successful man-in-the-
middle attack.

This cookie will be transmitted over a HTTP connection, therefore if this cookie is
important (such as a session cookie), an attacker might intercept it and hijack a
victim's session. If the attacker can carry out a man-in-the-middle attack, he/she
can force the victim to make an HTTP request to steal the cookie.

If HTTPonly flag is not set:

HTTPOnly cookies cannot be read by client-side scripts, therefore marking a
cookie as HTTPOnly can provide an additional layer of protection against cross-
site scripting attacks.
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During a cross-site scripting attack, an attacker might easily access cookies and
hijack the victim's session.
https://portswigger.net/web-security/information-disclosure

Proof of Concept

Welcome to Dashboard # Dashboard

9500 Ol 100 5000 soco 998

Last Week Last Month Last Week Last Month Last Week Last Month Last Week Last Month
98000 396000 920 3929 42000 173929 56000 219864

&2 Realtime Server Load - Load on the Server k2 Server Stats - Monthly Report

100
_|I|I|.||||I||.I| M

8 Network Load Rate

60

Sources Network Performance Memory Application Security Lighthouse Recorder & Performance insights JU

C [Filter =k % [ Only show cookies with an issue

Name Value Domain Path Expires /... Size HttpOnly Secure SameSite  Partition ... Priority
eurekaselectcom_session eyJpdil6ljRmbUZLVENFCURQQXBIOXN4cGdyU2c9PSIsInZ...  tenpearls... / Session 365 v Lax Medium
XSRF-TOKEN eyJpdil6lkhUbmIvSIRXLzVJL1IQMDFHTVA2R3c9PSIsInZhb... tenpearls... / 2023-11-... 352 Lax Medium
_ga_9F3B5VV3T3 GS1.1.1700026174.12.0.1700026174.60.0.0 .itspk.com  / 2024-12-... 53 Medium
_cc_id f5cbd40e6de88bb3c4a657edb5c37899 .itspk.com  / 2024-07-... 38 Lax Medium
_ga GA1.2.621232424.1698733631 .itspk.com  / 2024-12-... 29 Medium
fpestid VflatDGgSS_gICWEAsGfrzKtbgMAE_GoCGMM3Fmc5ouYb... .itspk.com / 2024-10-... 7 v None Medium

. .

Remediation

Mark all session cookies as HTTPonly and secure.

OuT-OF-DATE VERSION (JQUERY)

. .

Risk Level Medium

m Vulnerable version of jquery found.
Explanation We identified the target web application is using jquery and detected that it is out

of date. Since this is an old version of the software, it may be vulnerable to attacks.

This version is vulnerable to multiple known and public attacks.
References -
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Proof of Concept

/*! jQuery v1.11.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license x/

!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?b(a, !0
le(1=1[p])if(h?1l.nodeName.toLowerCase()===r:1===1.nodeType)return!l;o=p="only"===a&&!0&&" nextSibling" }re
ddEventListener?(y.removeEventListener("DOMContentLoaded",J,!1),a.removeEventListener("load",J,!1)): (y.d

if(k&&j [k]1&&(e||j[k].data)||void @!==d||"string" !=typeof b)return k||(k=i?al[h]=c.pop()||m.guid++:h),j[k]
d,e;if(a&&a.preventDefault&&a.handleObj) return d=a.handleObj,m(a.delegateTarget).off(d.namespace?d.origT
]=Ub(a.style,h)),g=m.cssHooks [b] | |[m.cssHooks [h],g&&"get"in g&&(f=g.get(a,!0,c)),void 0===f&&(f=Jb(a,b,d)

JavaScript libraries

& jQuery 1.114

jQuery Ul 1.11.4

@ Moment.js 2.19.2

Remediation
Please upgrade to the latest stable version.

MISSING X-XSS-PROTECTION HEADER

Risk Level Low

The application is missing x-xss protection header.

Explanation The X-XSS-Protection header is designed to enable the cross-site scripting (XSS)
filter built into modern web browsers. This is usually enabled by default, but using
it will enforce it. It is supported by Internet Explorer 8+, Chrome, Edge, Opera, and
Safari. The recommended configuration is to set this header to the following value,
which will enable the XSS protection and instruct the browser to block the
response in the event that a malicious script has been inserted from user input
instead of sanitizing.
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It was detected a missing X-XSS-Protectionheader which means that this website
could be at risk of a Cross-site Scripting (XSS) attacks.

https://www.keycdn.com/blog/x-xss-protection

Proof of Concept
Following is the screenshot of this vulnerability:

HTTP/1.1 200 OK

Date: Wed, 25 Oct 2023 10:05:03 GMT
Server: Apache

Last-Modified: Fri, 01 Sep 2023 07:26:31 GMT
Accept-Ranges: bytes

Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
Access-Control-Allow-Headers: Content-Type, X-CSRF-TOKEN
X-Frame-Options: SAMEORIGIN
Content-Length: 110

Connection: close

Content-Type: text/plain

User-agent: *

Allow: /

Allow: /$

#Disallow: /

#User-agent: * Disallow: /

Crawl-delay: 10
# Paths (clean URLs)

Remediation
Add the X-XSS-Protection header with a value of "1; mode= block".

X-XSS-Protection: 1; mode=block

ROBOTS.TXT FILE DETECTED

The web server contains a robots.txt file.

Explanation The file robots.txt is used to give instructions to web robots, such as search
engine crawlers, about locations within the web site that robots are allowed, or
not allowed, to crawl and index.

The presence of the robots.txt does not in itself present any kind of security
vulnerability. However, it is often used to identify restricted or private areas of a
site's contents. The information in the file may therefore help an attacker to
map out the site's contents, especially if some of the locations identified are not
linked from elsewhere in the site. If the application relies on robots.txt to protect
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access to these areas, and does not enforce proper access control over them,
then this presents a serious vulnerability.

https://cwe.mitre.org/data/definitions/200.html

Proof of Concept

& C O B nttps://tenpearls-eurekaselect.itspk.com/robots.txt

User—-agent: *
Allow: /
Allow: /$
#Disallow: /

#User-agent: * Disallow: /
Crawl-delay: 10
# Paths (clean URLs)

Remediation

The robots.ixt file is not itself a security threat, and its correct use can represent good practice
for non-security reasons. You should not assume that all web robots will honor the file's
instructions. Rather, assume that attackers will pay close attention to any locations identified in
the file. Do not rely on robots.txt to provide any kind of protection over unauthorized access.

AUTOCOMPLETE IS ENABLED

Autocomplete is Enabled in one or more of the form fields which might contain
sensitive information like "username" and “old password”

Explanation In typical form-based web applications, it is common practice for developers to
allow “autocomplete™ within the HTML form to improve the usability of the page.
With "autocomplete’ enabled (default), the browser is allowed to cache
previously entered form values.
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https://owasp.org/www-community/OWASP_Application Security FAQ

Proof of Concept

<div id="login" class="animate form">

<form action="https:/tenpearls-eurekaselect.itspk.com/login" autocomplete="on" method="post" role="form" id="login_form">
<input type="hidden" name="_token" value="hjkZRUqudQsJEXurz4JZDdPrjSM6k3F7QneBa5A7">

...[SNIP]...

</label>

<input type="password" id="password" name="password" placeholder="Enter a password" />

i 40N

v Alaca_llAnl_om_

Remediation
The "autocomplete” value can be configured in two different locations.

The first and most secure location is to disable the “autocomplete™ attribute on the “<form>"

(®Pearls

HTML

tag. This will disable "autocomplete’ for all inputs within that form. An example of disabling

‘autocomplete” within the form tag is “<form autocomplete=off>".

The second slightly less desirable option is to disable the “autocomplete™ attribute for a specific
“<input>" HTML tag. While this may be the less desired solution from a security perspective, it
may be preferred method for usability reasons, depending on size of the form. An example of
disabling the ‘autocomplete’ attribute within a password input tag is "<input type=password

autocomplete=off>
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